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DLG is hard to defend

Rethink the Safety of Gradients Exchange
People believe it is safe to share gradients since numerical gradients 
seem have nothing related with semantic training set.
Based on the believe, collaborative & federated learning are 
developed where private training data never leaves local device 
and only public gradients are communicating between. 
But does the scheme really protect training data? Conventionally 
wisdom suggests yes. But we show that actually it is NOT safe.

DLG for vision tasks
Iters=0 Iters=10 Iters=50 Iters=100 Iters=500 Melis [26] Ground Truth

Figure 4: The visualization showing the deep leakage on images from MNIST [21], CIFAR [20],
SVHN [27] and LFW [13] respectively. Our algorithm fully recovers the four images while previous
work only succeed on images with clean background.
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Table 1

MNIST CIFAR SVHN LFW

Ours 0.0038 0.0069 0.0051 0.0055

Melis 0.2275 0.2578 0.2771 0.2951

Figure 5: Visualization of the deep leakage history.
During the optimization, the gradients’ distance
gets smaller. The MSE between leaked image and
the original image also gets smaller.
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Table 1

MNIST CIFAR SVHN LFW

Ours 0.0038 0.0069 0.0051 0.0055

Melis 0.2275 0.2578 0.2771 0.2951

Figure 6: Compassion of the MSE of images
leaked by different algorithms and the ground
truth. Our method consistently outperforms
previous approach by a large margin.

the distance between gradients also reduces the gap between data. We observe that monochrome
images with a clean background (MNIST) are easiest to recover, while complex images like face take
more iterations to recover (Fig. 4). When the optimization finishes, the recover results are almost
identical to ground truth images, despite few negligible artifact pixels.

We visually compare the results from other method [26] and ours in Fig. 4. The previous method uses
GAN models when the class label is given and only works well on MNIST. The result on SVHN,
though is still visually recognizable as text “9”, this is no longer the original training image. The
cases are even worse on LFW and collapse on CIFAR. We also make a numerical comparison by
performing leaking and measuring the MSE on all dataset images in Fig. 6. Images are normalized to
the range [0, 1] and our algorithm appears much better results (ours < 0.03 v.s. previous > 0.2) on
all four datasets.

4.2 Deep Leakage on Masked Language Model

For language task, we verify our algorithm on Masked Language Model(MLM) task. In each
sequence, 15% of the words are replaced with a [MASK] token and MLM model attempts to predict
the original value of the masked words from a given context. We choose BERT [7] as our backbone
and adapt hyperparameters from the official implementation ⇤.

Different from vision tasks where inputs are continuous RGB values, language models preprocess
discrete words into embeddings. We apply our algorithm on embeddings and minimize the gradients

⇤https://github.com/google-research/bert
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Visualization, code and more 
examples on dlg.mit.edu!

DLG for NLP task
[iter=0]

tilting fill given **less word **itude fine **nton over- heard living vegas 
**vac **vation *f forte **dis ce- rambycidae ellison **don yards marne 

**kali 
[iter=10]

tilting fill given **less full solicitor other ligue shrill living vegas rider 
treatment carry played sculptures life- long ellison net yards marne 

**kali 
[Iter=20]

registration , volunteer applications , at student travel application open 
the ; week of played ; child care will be glare 

[Iter=30] 
registration , volunteer applications , and student travel application 

open the first week of september . child care will be available . 
[Ground Truth] 

Registration, volunteer applications, and student travel application 
open the first week of September. Child care will be available. 
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<latexit sha1_base64="JFN8C39v9ltXBBEGnSa3ZlBpMJE=">AAACFnicbVDLSgMxFM34rPU16tJNsIhuWmaKYJcFXbisYB/Q1pJJb9vQJDMkGaFO+xVu/BU3LhRxK+78G9OHoK0HAodz7uXmnCDiTBvP+3KWlldW19ZTG+nNre2dXXdvv6LDWFEo05CHqhYQDZxJKBtmONQiBUQEHKpB/2LsV+9AaRbKGzOIoClIV7IOo8RYqeVmG4KYnhKJYJIJdg+j4bBxCdwQXD3BWfzDh8NW/jbfcjNezpsALxJ/RjJohlLL/Wy0QxoLkIZyonXd9yLTTIgyjHIYpRuxhojQPulC3VJJBOhmMok1wsdWaeNOqOyTBk/U3xsJEVoPRGAnxyH0vDcW//PqsekUmgmTUWxA0umhTsyxCfG4I9xmCqjhA0sIVcz+FdMeUYQa22TaluDPR14klXzO93L+9VmmWJjVkUKH6AidIh+doyK6QiVURhQ9oCf0gl6dR+fZeXPep6NLzmznAP2B8/ENWgyewQ==</latexit><latexit sha1_base64="JFN8C39v9ltXBBEGnSa3ZlBpMJE=">AAACFnicbVDLSgMxFM34rPU16tJNsIhuWmaKYJcFXbisYB/Q1pJJb9vQJDMkGaFO+xVu/BU3LhRxK+78G9OHoK0HAodz7uXmnCDiTBvP+3KWlldW19ZTG+nNre2dXXdvv6LDWFEo05CHqhYQDZxJKBtmONQiBUQEHKpB/2LsV+9AaRbKGzOIoClIV7IOo8RYqeVmG4KYnhKJYJIJdg+j4bBxCdwQXD3BWfzDh8NW/jbfcjNezpsALxJ/RjJohlLL/Wy0QxoLkIZyonXd9yLTTIgyjHIYpRuxhojQPulC3VJJBOhmMok1wsdWaeNOqOyTBk/U3xsJEVoPRGAnxyH0vDcW//PqsekUmgmTUWxA0umhTsyxCfG4I9xmCqjhA0sIVcz+FdMeUYQa22TaluDPR14klXzO93L+9VmmWJjVkUKH6AidIh+doyK6QiVURhQ9oCf0gl6dR+fZeXPep6NLzmznAP2B8/ENWgyewQ==</latexit><latexit sha1_base64="JFN8C39v9ltXBBEGnSa3ZlBpMJE=">AAACFnicbVDLSgMxFM34rPU16tJNsIhuWmaKYJcFXbisYB/Q1pJJb9vQJDMkGaFO+xVu/BU3LhRxK+78G9OHoK0HAodz7uXmnCDiTBvP+3KWlldW19ZTG+nNre2dXXdvv6LDWFEo05CHqhYQDZxJKBtmONQiBUQEHKpB/2LsV+9AaRbKGzOIoClIV7IOo8RYqeVmG4KYnhKJYJIJdg+j4bBxCdwQXD3BWfzDh8NW/jbfcjNezpsALxJ/RjJohlLL/Wy0QxoLkIZyonXd9yLTTIgyjHIYpRuxhojQPulC3VJJBOhmMok1wsdWaeNOqOyTBk/U3xsJEVoPRGAnxyH0vDcW//PqsekUmgmTUWxA0umhTsyxCfG4I9xmCqjhA0sIVcz+FdMeUYQa22TaluDPR14klXzO93L+9VmmWJjVkUKH6AidIh+doyK6QiVURhQ9oCf0gl6dR+fZeXPep6NLzmznAP2B8/ENWgyewQ==</latexit><latexit sha1_base64="JFN8C39v9ltXBBEGnSa3ZlBpMJE=">AAACFnicbVDLSgMxFM34rPU16tJNsIhuWmaKYJcFXbisYB/Q1pJJb9vQJDMkGaFO+xVu/BU3LhRxK+78G9OHoK0HAodz7uXmnCDiTBvP+3KWlldW19ZTG+nNre2dXXdvv6LDWFEo05CHqhYQDZxJKBtmONQiBUQEHKpB/2LsV+9AaRbKGzOIoClIV7IOo8RYqeVmG4KYnhKJYJIJdg+j4bBxCdwQXD3BWfzDh8NW/jbfcjNezpsALxJ/RjJohlLL/Wy0QxoLkIZyonXd9yLTTIgyjHIYpRuxhojQPulC3VJJBOhmMok1wsdWaeNOqOyTBk/U3xsJEVoPRGAnxyH0vDcW//PqsekUmgmTUWxA0umhTsyxCfG4I9xmCqjhA0sIVcz+FdMeUYQa22TaluDPR14klXzO93L+9VmmWJjVkUKH6AidIh+doyK6QiVURhQ9oCf0gl6dR+fZeXPep6NLzmznAP2B8/ENWgyewQ==</latexit>
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<latexit sha1_base64="D+xByVWKvot2StJCmToE4fD2eYY=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbRU0lEsMeCHjxWsB/ShrLZbtqlu0nYnQgl9Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGSxHxJgqUvJNoTlUgeTsY38z89hPXRsTRA04S7is6jEQoGEUrPfZuuURK2uf9csWtunOQVeLlpAI5Gv3yV28Qs1TxCJmkxnQ9N0E/oxoFk3xa6qWGJ5SN6ZB3LY2o4sbP5gdPyZlVBiSMta0IyVz9PZFRZcxEBbZTURyZZW8m/ud1UwxrfiaiJEUescWiMJUEYzL7ngyE5gzlxBLKtLC3EjaimjK0GZVsCN7yy6ukdVn13Kp3f1Wp1/I4inACp3ABHlxDHe6gAU1goOAZXuHN0c6L8+58LFoLTj5zDH/gfP4Aw0qPrg==</latexit><latexit sha1_base64="D+xByVWKvot2StJCmToE4fD2eYY=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbRU0lEsMeCHjxWsB/ShrLZbtqlu0nYnQgl9Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGSxHxJgqUvJNoTlUgeTsY38z89hPXRsTRA04S7is6jEQoGEUrPfZuuURK2uf9csWtunOQVeLlpAI5Gv3yV28Qs1TxCJmkxnQ9N0E/oxoFk3xa6qWGJ5SN6ZB3LY2o4sbP5gdPyZlVBiSMta0IyVz9PZFRZcxEBbZTURyZZW8m/ud1UwxrfiaiJEUescWiMJUEYzL7ngyE5gzlxBLKtLC3EjaimjK0GZVsCN7yy6ukdVn13Kp3f1Wp1/I4inACp3ABHlxDHe6gAU1goOAZXuHN0c6L8+58LFoLTj5zDH/gfP4Aw0qPrg==</latexit><latexit sha1_base64="D+xByVWKvot2StJCmToE4fD2eYY=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbRU0lEsMeCHjxWsB/ShrLZbtqlu0nYnQgl9Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGSxHxJgqUvJNoTlUgeTsY38z89hPXRsTRA04S7is6jEQoGEUrPfZuuURK2uf9csWtunOQVeLlpAI5Gv3yV28Qs1TxCJmkxnQ9N0E/oxoFk3xa6qWGJ5SN6ZB3LY2o4sbP5gdPyZlVBiSMta0IyVz9PZFRZcxEBbZTURyZZW8m/ud1UwxrfiaiJEUescWiMJUEYzL7ngyE5gzlxBLKtLC3EjaimjK0GZVsCN7yy6ukdVn13Kp3f1Wp1/I4inACp3ABHlxDHe6gAU1goOAZXuHN0c6L8+58LFoLTj5zDH/gfP4Aw0qPrg==</latexit><latexit sha1_base64="D+xByVWKvot2StJCmToE4fD2eYY=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbRU0lEsMeCHjxWsB/ShrLZbtqlu0nYnQgl9Fd48aCIV3+ON/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGSxHxJgqUvJNoTlUgeTsY38z89hPXRsTRA04S7is6jEQoGEUrPfZuuURK2uf9csWtunOQVeLlpAI5Gv3yV28Qs1TxCJmkxnQ9N0E/oxoFk3xa6qWGJ5SN6ZB3LY2o4sbP5gdPyZlVBiSMta0IyVz9PZFRZcxEBbZTURyZZW8m/ud1UwxrfiaiJEUescWiMJUEYzL7ngyE5gzlxBLKtLC3EjaimjK0GZVsCN7yy6ukdVn13Kp3f1Wp1/I4inACp3ABHlxDHe6gAU1goOAZXuHN0c6L8+58LFoLTj5zDH/gfP4Aw0qPrg==</latexit>

[0.17, 0.2, 0.73]Differentiable Model f(x, W) Pred’ Loss’

rWLoss
<latexit sha1_base64="bhOtvWaf4NML8EAFWbV91QG2/q8=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEInkoigj0WvHjwUMF+QBvCZrtpl252w+5GqKG/xIsHRbz6U7z5b9y2OWjrg4HHezPMzItSzrTxvG+ntLG5tb1T3q3s7R8cVt2j446WmSK0TSSXqhdhTTkTtG2Y4bSXKoqTiNNuNLmZ+91HqjST4sFMUxokeCRYzAg2Vgrd6kDgiOMw787QndQ6dGte3VsArRO/IDUo0Ardr8FQkiyhwhCOte77XmqCHCvDCKezyiDTNMVkgke0b6nACdVBvjh8hs6tMkSxVLaEQQv190SOE62nSWQ7E2zGetWbi/95/czEjSBnIs0MFWS5KM44MhLNU0BDpigxfGoJJorZWxEZY4WJsVlVbAj+6svrpHNZ9726f39VazaKOMpwCmdwAT5cQxNuoQVtIJDBM7zCm/PkvDjvzseyteQUMyfwB87nD5gJkwA=</latexit><latexit sha1_base64="bhOtvWaf4NML8EAFWbV91QG2/q8=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEInkoigj0WvHjwUMF+QBvCZrtpl252w+5GqKG/xIsHRbz6U7z5b9y2OWjrg4HHezPMzItSzrTxvG+ntLG5tb1T3q3s7R8cVt2j446WmSK0TSSXqhdhTTkTtG2Y4bSXKoqTiNNuNLmZ+91HqjST4sFMUxokeCRYzAg2Vgrd6kDgiOMw787QndQ6dGte3VsArRO/IDUo0Ardr8FQkiyhwhCOte77XmqCHCvDCKezyiDTNMVkgke0b6nACdVBvjh8hs6tMkSxVLaEQQv190SOE62nSWQ7E2zGetWbi/95/czEjSBnIs0MFWS5KM44MhLNU0BDpigxfGoJJorZWxEZY4WJsVlVbAj+6svrpHNZ9726f39VazaKOMpwCmdwAT5cQxNuoQVtIJDBM7zCm/PkvDjvzseyteQUMyfwB87nD5gJkwA=</latexit><latexit sha1_base64="bhOtvWaf4NML8EAFWbV91QG2/q8=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEInkoigj0WvHjwUMF+QBvCZrtpl252w+5GqKG/xIsHRbz6U7z5b9y2OWjrg4HHezPMzItSzrTxvG+ntLG5tb1T3q3s7R8cVt2j446WmSK0TSSXqhdhTTkTtG2Y4bSXKoqTiNNuNLmZ+91HqjST4sFMUxokeCRYzAg2Vgrd6kDgiOMw787QndQ6dGte3VsArRO/IDUo0Ardr8FQkiyhwhCOte77XmqCHCvDCKezyiDTNMVkgke0b6nACdVBvjh8hs6tMkSxVLaEQQv190SOE62nSWQ7E2zGetWbi/95/czEjSBnIs0MFWS5KM44MhLNU0BDpigxfGoJJorZWxEZY4WJsVlVbAj+6svrpHNZ9726f39VazaKOMpwCmdwAT5cQxNuoQVtIJDBM7zCm/PkvDjvzseyteQUMyfwB87nD5gJkwA=</latexit><latexit sha1_base64="bhOtvWaf4NML8EAFWbV91QG2/q8=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEInkoigj0WvHjwUMF+QBvCZrtpl252w+5GqKG/xIsHRbz6U7z5b9y2OWjrg4HHezPMzItSzrTxvG+ntLG5tb1T3q3s7R8cVt2j446WmSK0TSSXqhdhTTkTtG2Y4bSXKoqTiNNuNLmZ+91HqjST4sFMUxokeCRYzAg2Vgrd6kDgiOMw787QndQ6dGte3VsArRO/IDUo0Ardr8FQkiyhwhCOte77XmqCHCvDCKezyiDTNMVkgke0b6nACdVBvjh8hs6tMkSxVLaEQQv190SOE62nSWQ7E2zGetWbi/95/czEjSBnIs0MFWS5KM44MhLNU0BDpigxfGoJJorZWxEZY4WJsVlVbAj+6svrpHNZ9726f39VazaKOMpwCmdwAT5cQxNuoQVtIJDBM7zCm/PkvDjvzseyteQUMyfwB87nD5gJkwA=</latexit>

[1.0, 0, 0]Differentiable Model f(x, W) Pred Loss

rWLoss
<latexit sha1_base64="bhOtvWaf4NML8EAFWbV91QG2/q8=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEInkoigj0WvHjwUMF+QBvCZrtpl252w+5GqKG/xIsHRbz6U7z5b9y2OWjrg4HHezPMzItSzrTxvG+ntLG5tb1T3q3s7R8cVt2j446WmSK0TSSXqhdhTTkTtG2Y4bSXKoqTiNNuNLmZ+91HqjST4sFMUxokeCRYzAg2Vgrd6kDgiOMw787QndQ6dGte3VsArRO/IDUo0Ardr8FQkiyhwhCOte77XmqCHCvDCKezyiDTNMVkgke0b6nACdVBvjh8hs6tMkSxVLaEQQv190SOE62nSWQ7E2zGetWbi/95/czEjSBnIs0MFWS5KM44MhLNU0BDpigxfGoJJorZWxEZY4WJsVlVbAj+6svrpHNZ9726f39VazaKOMpwCmdwAT5cQxNuoQVtIJDBM7zCm/PkvDjvzseyteQUMyfwB87nD5gJkwA=</latexit><latexit sha1_base64="bhOtvWaf4NML8EAFWbV91QG2/q8=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEInkoigj0WvHjwUMF+QBvCZrtpl252w+5GqKG/xIsHRbz6U7z5b9y2OWjrg4HHezPMzItSzrTxvG+ntLG5tb1T3q3s7R8cVt2j446WmSK0TSSXqhdhTTkTtG2Y4bSXKoqTiNNuNLmZ+91HqjST4sFMUxokeCRYzAg2Vgrd6kDgiOMw787QndQ6dGte3VsArRO/IDUo0Ardr8FQkiyhwhCOte77XmqCHCvDCKezyiDTNMVkgke0b6nACdVBvjh8hs6tMkSxVLaEQQv190SOE62nSWQ7E2zGetWbi/95/czEjSBnIs0MFWS5KM44MhLNU0BDpigxfGoJJorZWxEZY4WJsVlVbAj+6svrpHNZ9726f39VazaKOMpwCmdwAT5cQxNuoQVtIJDBM7zCm/PkvDjvzseyteQUMyfwB87nD5gJkwA=</latexit><latexit sha1_base64="bhOtvWaf4NML8EAFWbV91QG2/q8=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEInkoigj0WvHjwUMF+QBvCZrtpl252w+5GqKG/xIsHRbz6U7z5b9y2OWjrg4HHezPMzItSzrTxvG+ntLG5tb1T3q3s7R8cVt2j446WmSK0TSSXqhdhTTkTtG2Y4bSXKoqTiNNuNLmZ+91HqjST4sFMUxokeCRYzAg2Vgrd6kDgiOMw787QndQ6dGte3VsArRO/IDUo0Ardr8FQkiyhwhCOte77XmqCHCvDCKezyiDTNMVkgke0b6nACdVBvjh8hs6tMkSxVLaEQQv190SOE62nSWQ7E2zGetWbi/95/czEjSBnIs0MFWS5KM44MhLNU0BDpigxfGoJJorZWxEZY4WJsVlVbAj+6svrpHNZ9726f39VazaKOMpwCmdwAT5cQxNuoQVtIJDBM7zCm/PkvDjvzseyteQUMyfwB87nD5gJkwA=</latexit><latexit sha1_base64="bhOtvWaf4NML8EAFWbV91QG2/q8=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEInkoigj0WvHjwUMF+QBvCZrtpl252w+5GqKG/xIsHRbz6U7z5b9y2OWjrg4HHezPMzItSzrTxvG+ntLG5tb1T3q3s7R8cVt2j446WmSK0TSSXqhdhTTkTtG2Y4bSXKoqTiNNuNLmZ+91HqjST4sFMUxokeCRYzAg2Vgrd6kDgiOMw787QndQ6dGte3VsArRO/IDUo0Ardr8FQkiyhwhCOte77XmqCHCvDCKezyiDTNMVkgke0b6nACdVBvjh8hs6tMkSxVLaEQQv190SOE62nSWQ7E2zGetWbi/95/czEjSBnIs0MFWS5KM44MhLNU0BDpigxfGoJJorZWxEZY4WJsVlVbAj+6svrpHNZ9726f39VazaKOMpwCmdwAT5cQxNuoQVtIJDBM7zCm/PkvDjvzseyteQUMyfwB87nD5gJkwA=</latexit>

rWLoss0
<latexit sha1_base64="lIuGqVxXUca2973zm1Y44JIhdMM=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbRU0lEsMeCFw8eKtgPaEPYbDft0s1u2N0USug/8eJBEa/+E2/+G7dtDtr6YODx3gwz86KUM20879spbWxube+Udyt7+weHR+7xSVvLTBHaIpJL1Y2wppwJ2jLMcNpNFcVJxGknGt/N/c6EKs2keDLTlAYJHgoWM4KNlULX7QsccRzmnRl6kFpfhm7Vq3kLoHXiF6QKBZqh+9UfSJIlVBjCsdY930tNkGNlGOF0VulnmqaYjPGQ9iwVOKE6yBeXz9CFVQYolsqWMGih/p7IcaL1NIlsZ4LNSK96c/E/r5eZuB7kTKSZoYIsF8UZR0aieQxowBQlhk8twUQxeysiI6wwMTasig3BX315nbSva75X8x9vqo16EUcZzuAcrsCHW2jAPTShBQQm8Ayv8Obkzovz7nwsW0tOMXMKf+B8/gD+DZMx</latexit><latexit sha1_base64="lIuGqVxXUca2973zm1Y44JIhdMM=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbRU0lEsMeCFw8eKtgPaEPYbDft0s1u2N0USug/8eJBEa/+E2/+G7dtDtr6YODx3gwz86KUM20879spbWxube+Udyt7+weHR+7xSVvLTBHaIpJL1Y2wppwJ2jLMcNpNFcVJxGknGt/N/c6EKs2keDLTlAYJHgoWM4KNlULX7QsccRzmnRl6kFpfhm7Vq3kLoHXiF6QKBZqh+9UfSJIlVBjCsdY930tNkGNlGOF0VulnmqaYjPGQ9iwVOKE6yBeXz9CFVQYolsqWMGih/p7IcaL1NIlsZ4LNSK96c/E/r5eZuB7kTKSZoYIsF8UZR0aieQxowBQlhk8twUQxeysiI6wwMTasig3BX315nbSva75X8x9vqo16EUcZzuAcrsCHW2jAPTShBQQm8Ayv8Obkzovz7nwsW0tOMXMKf+B8/gD+DZMx</latexit><latexit sha1_base64="lIuGqVxXUca2973zm1Y44JIhdMM=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbRU0lEsMeCFw8eKtgPaEPYbDft0s1u2N0USug/8eJBEa/+E2/+G7dtDtr6YODx3gwz86KUM20879spbWxube+Udyt7+weHR+7xSVvLTBHaIpJL1Y2wppwJ2jLMcNpNFcVJxGknGt/N/c6EKs2keDLTlAYJHgoWM4KNlULX7QsccRzmnRl6kFpfhm7Vq3kLoHXiF6QKBZqh+9UfSJIlVBjCsdY930tNkGNlGOF0VulnmqaYjPGQ9iwVOKE6yBeXz9CFVQYolsqWMGih/p7IcaL1NIlsZ4LNSK96c/E/r5eZuB7kTKSZoYIsF8UZR0aieQxowBQlhk8twUQxeysiI6wwMTasig3BX315nbSva75X8x9vqo16EUcZzuAcrsCHW2jAPTShBQQm8Ayv8Obkzovz7nwsW0tOMXMKf+B8/gD+DZMx</latexit><latexit sha1_base64="lIuGqVxXUca2973zm1Y44JIhdMM=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbRU0lEsMeCFw8eKtgPaEPYbDft0s1u2N0USug/8eJBEa/+E2/+G7dtDtr6YODx3gwz86KUM20879spbWxube+Udyt7+weHR+7xSVvLTBHaIpJL1Y2wppwJ2jLMcNpNFcVJxGknGt/N/c6EKs2keDLTlAYJHgoWM4KNlULX7QsccRzmnRl6kFpfhm7Vq3kLoHXiF6QKBZqh+9UfSJIlVBjCsdY930tNkGNlGOF0VulnmqaYjPGQ9iwVOKE6yBeXz9CFVQYolsqWMGih/p7IcaL1NIlsZ4LNSK96c/E/r5eZuB7kTKSZoYIsF8UZR0aieQxowBQlhk8twUQxeysiI6wwMTasig3BX315nbSva75X8x9vqo16EUcZzuAcrsCHW2jAPTShBQQm8Ayv8Obkzovz7nwsW0tOMXMKf+B8/gD+DZMx</latexit>

D = ||�W 0 ��W ||2
<latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="hP+6LrUf2d3tZaldqaQQvEKMXyw=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odBu3wMYA6nMMFXEEIN3AHD9CBLghI4BXevYn35n2suqp569LO4I+8zx84xIo4</latexit><latexit sha1_base64="r1cJvcq9VF93K8CUdnoVf60bMk0=">AAACBXicbZDLSgMxGIX/qbdaq45u3QSL1I1lphvdCIJduKxgL9AZSybNtKGZC0lGKDN9BDe+ihsXivgK7nwbM20FbT0Q+DgnIf9/vJgzqSzryyisrW9sbhW3Szvl3b1986DcllEiCG2RiEei62FJOQtpSzHFaTcWFAcepx1vfJ3nnQcqJIvCOzWJqRvgYch8RrDSVt+sOgFWI89LG1N0ibLMaVCuMOpU0Rn64Sy7r/fNilWzZkKrYC+gAgs1++anM4hIEtBQEY6l7NlWrNwUC8UIp9OSk0gaYzLGQ9rTGOKASjedLTRFJ9oZID8S+oQKzdzfL1IcSDkJPH0zH18uZ7n5X9ZLlH/hpiyME0VDMv/ITzhSEcrbQQMmKFF8ogETwfSsiIywwETpDku6BHt55VVo12u2VbNvLSjCERzDKdhwDldwA01oAYFHeIZXeDOejBfjfV5XwVj0dgh/ZHx8A1AQmcc=</latexit><latexit sha1_base64="r1cJvcq9VF93K8CUdnoVf60bMk0=">AAACBXicbZDLSgMxGIX/qbdaq45u3QSL1I1lphvdCIJduKxgL9AZSybNtKGZC0lGKDN9BDe+ihsXivgK7nwbM20FbT0Q+DgnIf9/vJgzqSzryyisrW9sbhW3Szvl3b1986DcllEiCG2RiEei62FJOQtpSzHFaTcWFAcepx1vfJ3nnQcqJIvCOzWJqRvgYch8RrDSVt+sOgFWI89LG1N0ibLMaVCuMOpU0Rn64Sy7r/fNilWzZkKrYC+gAgs1++anM4hIEtBQEY6l7NlWrNwUC8UIp9OSk0gaYzLGQ9rTGOKASjedLTRFJ9oZID8S+oQKzdzfL1IcSDkJPH0zH18uZ7n5X9ZLlH/hpiyME0VDMv/ITzhSEcrbQQMmKFF8ogETwfSsiIywwETpDku6BHt55VVo12u2VbNvLSjCERzDKdhwDldwA01oAYFHeIZXeDOejBfjfV5XwVj0dgh/ZHx8A1AQmcc=</latexit><latexit sha1_base64="hvDkPWDSaNBgE/XR+Cd7hisrvZY=">AAACEHicbZDLSsNAFIYnXmu9RV26GSxSN5akG7sRCnbhsoK9QBPLZDpph04mYWYilKSP4MZXceNCEbcu3fk2TtoI2vrDwMd/zmHO+b2IUaks68tYWV1b39gsbBW3d3b39s2Dw7YMY4FJC4csFF0PScIoJy1FFSPdSBAUeIx0vPFVVu/cEyFpyG/VJCJugIac+hQjpa2+WXYCpEaelzSm8BKmqdMgTCHYKcNz+MNpelftmyWrYs0El8HOoQRyNfvmpzMIcRwQrjBDUvZsK1JugoSimJFp0YkliRAeoyHpaeQoINJNZgdN4al2BtAPhX5cwZn7eyJBgZSTwNOd2fpysZaZ/9V6sfJrbkJ5FCvC8fwjP2ZQhTBLBw6oIFixiQaEBdW7QjxCAmGlMyzqEOzFk5ehXa3YVsW+sUr1Wh5HARyDE3AGbHAB6uAaNEELYPAAnsALeDUejWfjzXift64Y+cwR+CPj4xv2Rps0</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="hP+6LrUf2d3tZaldqaQQvEKMXyw=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odBu3wMYA6nMMFXEEIN3AHD9CBLghI4BXevYn35n2suqp569LO4I+8zx84xIo4</latexit><latexit sha1_base64="r1cJvcq9VF93K8CUdnoVf60bMk0=">AAACBXicbZDLSgMxGIX/qbdaq45u3QSL1I1lphvdCIJduKxgL9AZSybNtKGZC0lGKDN9BDe+ihsXivgK7nwbM20FbT0Q+DgnIf9/vJgzqSzryyisrW9sbhW3Szvl3b1986DcllEiCG2RiEei62FJOQtpSzHFaTcWFAcepx1vfJ3nnQcqJIvCOzWJqRvgYch8RrDSVt+sOgFWI89LG1N0ibLMaVCuMOpU0Rn64Sy7r/fNilWzZkKrYC+gAgs1++anM4hIEtBQEY6l7NlWrNwUC8UIp9OSk0gaYzLGQ9rTGOKASjedLTRFJ9oZID8S+oQKzdzfL1IcSDkJPH0zH18uZ7n5X9ZLlH/hpiyME0VDMv/ITzhSEcrbQQMmKFF8ogETwfSsiIywwETpDku6BHt55VVo12u2VbNvLSjCERzDKdhwDldwA01oAYFHeIZXeDOejBfjfV5XwVj0dgh/ZHx8A1AQmcc=</latexit><latexit sha1_base64="r1cJvcq9VF93K8CUdnoVf60bMk0=">AAACBXicbZDLSgMxGIX/qbdaq45u3QSL1I1lphvdCIJduKxgL9AZSybNtKGZC0lGKDN9BDe+ihsXivgK7nwbM20FbT0Q+DgnIf9/vJgzqSzryyisrW9sbhW3Szvl3b1986DcllEiCG2RiEei62FJOQtpSzHFaTcWFAcepx1vfJ3nnQcqJIvCOzWJqRvgYch8RrDSVt+sOgFWI89LG1N0ibLMaVCuMOpU0Rn64Sy7r/fNilWzZkKrYC+gAgs1++anM4hIEtBQEY6l7NlWrNwUC8UIp9OSk0gaYzLGQ9rTGOKASjedLTRFJ9oZID8S+oQKzdzfL1IcSDkJPH0zH18uZ7n5X9ZLlH/hpiyME0VDMv/ITzhSEcrbQQMmKFF8ogETwfSsiIywwETpDku6BHt55VVo12u2VbNvLSjCERzDKdhwDldwA01oAYFHeIZXeDOejBfjfV5XwVj0dgh/ZHx8A1AQmcc=</latexit><latexit sha1_base64="hvDkPWDSaNBgE/XR+Cd7hisrvZY=">AAACEHicbZDLSsNAFIYnXmu9RV26GSxSN5akG7sRCnbhsoK9QBPLZDpph04mYWYilKSP4MZXceNCEbcu3fk2TtoI2vrDwMd/zmHO+b2IUaks68tYWV1b39gsbBW3d3b39s2Dw7YMY4FJC4csFF0PScIoJy1FFSPdSBAUeIx0vPFVVu/cEyFpyG/VJCJugIac+hQjpa2+WXYCpEaelzSm8BKmqdMgTCHYKcNz+MNpelftmyWrYs0El8HOoQRyNfvmpzMIcRwQrjBDUvZsK1JugoSimJFp0YkliRAeoyHpaeQoINJNZgdN4al2BtAPhX5cwZn7eyJBgZSTwNOd2fpysZaZ/9V6sfJrbkJ5FCvC8fwjP2ZQhTBLBw6oIFixiQaEBdW7QjxCAmGlMyzqEOzFk5ehXa3YVsW+sUr1Wh5HARyDE3AGbHAB6uAaNEELYPAAnsALeDUejWfjzXift64Y+cwR+CPj4xv2Rps0</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit><latexit sha1_base64="JDUXy6L/L94Jrb1LapMxrXDZo0k=">AAACEHicbZDLSsNAFIYn9VbrLerSzWCRurEkRbAboWAXLivYCzSxTKaTduhkEmYmQkn6CG58FTcuFHHr0p1v47SNoK0/DHz85xzmnN+LGJXKsr6M3Mrq2vpGfrOwtb2zu2fuH7RkGAtMmjhkoeh4SBJGOWkqqhjpRIKgwGOk7Y2upvX2PRGShvxWjSPiBmjAqU8xUtrqmSUnQGroeUl9Ai9hmjp1whSC7RI8gz+cpneVnlm0ytZMcBnsDIogU6Nnfjr9EMcB4QozJGXXtiLlJkgoihmZFJxYkgjhERqQrkaOAiLdZHbQBJ5opw/9UOjHFZy5vycSFEg5DjzdOV1fLtam5n+1bqz8qptQHsWKcDz/yI8ZVCGcpgP7VBCs2FgDwoLqXSEeIoGw0hkWdAj24snL0KqUbats35wXa9Usjjw4AsfgFNjgAtTANWiAJsDgATyBF/BqPBrPxpvxPm/NGdnMIfgj4+Mb94abOA==</latexit>rXD

<latexit sha1_base64="4QmnqVAZoGZcfv4Vrd2WoALPJTw=">AAAB/nicbVDLSsNAFL2pr1pfUXHlZrAIrkoigl0WdOGygn1AE8JkOmmHTiZhZiKUUPBX3LhQxK3f4c6/cdJmoa0HBg7n3Ms9c8KUM6Ud59uqrK1vbG5Vt2s7u3v7B/bhUVclmSS0QxKeyH6IFeVM0I5mmtN+KimOQ0574eSm8HuPVCqWiAc9Takf45FgESNYGymwTzyBQ46DPkJejPU4DPPbGQrsutNw5kCrxC1JHUq0A/vLGyYki6nQhGOlBq6Taj/HUjPC6azmZYqmmEzwiA4MFTimys/n8Wfo3ChDFCXSPKHRXP29keNYqWkcmskiolr2CvE/b5DpqOnnTKSZpoIsDkUZRzpBRRdoyCQlmk8NwUQykxWRMZaYaNNYzZTgLn95lXQvG67TcO+v6q1mWUcVTuEMLsCFa2jBHbShAwRyeIZXeLOerBfr3fpYjFascucY/sD6/AEl75Tq</latexit><latexit sha1_base64="4QmnqVAZoGZcfv4Vrd2WoALPJTw=">AAAB/nicbVDLSsNAFL2pr1pfUXHlZrAIrkoigl0WdOGygn1AE8JkOmmHTiZhZiKUUPBX3LhQxK3f4c6/cdJmoa0HBg7n3Ms9c8KUM6Ud59uqrK1vbG5Vt2s7u3v7B/bhUVclmSS0QxKeyH6IFeVM0I5mmtN+KimOQ0574eSm8HuPVCqWiAc9Takf45FgESNYGymwTzyBQ46DPkJejPU4DPPbGQrsutNw5kCrxC1JHUq0A/vLGyYki6nQhGOlBq6Taj/HUjPC6azmZYqmmEzwiA4MFTimys/n8Wfo3ChDFCXSPKHRXP29keNYqWkcmskiolr2CvE/b5DpqOnnTKSZpoIsDkUZRzpBRRdoyCQlmk8NwUQykxWRMZaYaNNYzZTgLn95lXQvG67TcO+v6q1mWUcVTuEMLsCFa2jBHbShAwRyeIZXeLOerBfr3fpYjFascucY/sD6/AEl75Tq</latexit><latexit sha1_base64="4QmnqVAZoGZcfv4Vrd2WoALPJTw=">AAAB/nicbVDLSsNAFL2pr1pfUXHlZrAIrkoigl0WdOGygn1AE8JkOmmHTiZhZiKUUPBX3LhQxK3f4c6/cdJmoa0HBg7n3Ms9c8KUM6Ud59uqrK1vbG5Vt2s7u3v7B/bhUVclmSS0QxKeyH6IFeVM0I5mmtN+KimOQ0574eSm8HuPVCqWiAc9Takf45FgESNYGymwTzyBQ46DPkJejPU4DPPbGQrsutNw5kCrxC1JHUq0A/vLGyYki6nQhGOlBq6Taj/HUjPC6azmZYqmmEzwiA4MFTimys/n8Wfo3ChDFCXSPKHRXP29keNYqWkcmskiolr2CvE/b5DpqOnnTKSZpoIsDkUZRzpBRRdoyCQlmk8NwUQykxWRMZaYaNNYzZTgLn95lXQvG67TcO+v6q1mWUcVTuEMLsCFa2jBHbShAwRyeIZXeLOerBfr3fpYjFascucY/sD6/AEl75Tq</latexit><latexit sha1_base64="4QmnqVAZoGZcfv4Vrd2WoALPJTw=">AAAB/nicbVDLSsNAFL2pr1pfUXHlZrAIrkoigl0WdOGygn1AE8JkOmmHTiZhZiKUUPBX3LhQxK3f4c6/cdJmoa0HBg7n3Ms9c8KUM6Ud59uqrK1vbG5Vt2s7u3v7B/bhUVclmSS0QxKeyH6IFeVM0I5mmtN+KimOQ0574eSm8HuPVCqWiAc9Takf45FgESNYGymwTzyBQ46DPkJejPU4DPPbGQrsutNw5kCrxC1JHUq0A/vLGyYki6nQhGOlBq6Taj/HUjPC6azmZYqmmEzwiA4MFTimys/n8Wfo3ChDFCXSPKHRXP29keNYqWkcmskiolr2CvE/b5DpqOnnTKSZpoIsDkUZRzpBRRdoyCQlmk8NwUQykxWRMZaYaNNYzZTgLn95lXQvG67TcO+v6q1mWUcVTuEMLsCFa2jBHbShAwRyeIZXeLOerBfr3fpYjFascucY/sD6/AEl75Tq</latexit>

rY D
<latexit sha1_base64="rSL6014zJx4Aw6fEEBNoQy0TIIk=">AAAB/nicbVDLSsNAFL3xWesrKq7cDBbBVUlEsMuCLlxWsA9pQphMJ+3QySTMTIQSCv6KGxeKuPU73Pk3TtostPXAwOGce7lnTphyprTjfFsrq2vrG5uVrer2zu7evn1w2FFJJgltk4QnshdiRTkTtK2Z5rSXSorjkNNuOL4u/O4jlYol4l5PUurHeChYxAjWRgrsY0/gkOPgASEvxnoUhvnNFAV2zak7M6Bl4pakBiVagf3lDRKSxVRowrFSfddJtZ9jqRnhdFr1MkVTTMZ4SPuGChxT5eez+FN0ZpQBihJpntBopv7eyHGs1CQOzWQRUS16hfif18901PBzJtJMU0Hmh6KMI52gogs0YJISzSeGYCKZyYrICEtMtGmsakpwF7+8TDoXddepu3eXtWajrKMCJ3AK5+DCFTThFlrQBgI5PMMrvFlP1ov1bn3MR1escucI/sD6/AEngJTr</latexit><latexit sha1_base64="rSL6014zJx4Aw6fEEBNoQy0TIIk=">AAAB/nicbVDLSsNAFL3xWesrKq7cDBbBVUlEsMuCLlxWsA9pQphMJ+3QySTMTIQSCv6KGxeKuPU73Pk3TtostPXAwOGce7lnTphyprTjfFsrq2vrG5uVrer2zu7evn1w2FFJJgltk4QnshdiRTkTtK2Z5rSXSorjkNNuOL4u/O4jlYol4l5PUurHeChYxAjWRgrsY0/gkOPgASEvxnoUhvnNFAV2zak7M6Bl4pakBiVagf3lDRKSxVRowrFSfddJtZ9jqRnhdFr1MkVTTMZ4SPuGChxT5eez+FN0ZpQBihJpntBopv7eyHGs1CQOzWQRUS16hfif18901PBzJtJMU0Hmh6KMI52gogs0YJISzSeGYCKZyYrICEtMtGmsakpwF7+8TDoXddepu3eXtWajrKMCJ3AK5+DCFTThFlrQBgI5PMMrvFlP1ov1bn3MR1escucI/sD6/AEngJTr</latexit><latexit sha1_base64="rSL6014zJx4Aw6fEEBNoQy0TIIk=">AAAB/nicbVDLSsNAFL3xWesrKq7cDBbBVUlEsMuCLlxWsA9pQphMJ+3QySTMTIQSCv6KGxeKuPU73Pk3TtostPXAwOGce7lnTphyprTjfFsrq2vrG5uVrer2zu7evn1w2FFJJgltk4QnshdiRTkTtK2Z5rSXSorjkNNuOL4u/O4jlYol4l5PUurHeChYxAjWRgrsY0/gkOPgASEvxnoUhvnNFAV2zak7M6Bl4pakBiVagf3lDRKSxVRowrFSfddJtZ9jqRnhdFr1MkVTTMZ4SPuGChxT5eez+FN0ZpQBihJpntBopv7eyHGs1CQOzWQRUS16hfif18901PBzJtJMU0Hmh6KMI52gogs0YJISzSeGYCKZyYrICEtMtGmsakpwF7+8TDoXddepu3eXtWajrKMCJ3AK5+DCFTThFlrQBgI5PMMrvFlP1ov1bn3MR1escucI/sD6/AEngJTr</latexit><latexit sha1_base64="rSL6014zJx4Aw6fEEBNoQy0TIIk=">AAAB/nicbVDLSsNAFL3xWesrKq7cDBbBVUlEsMuCLlxWsA9pQphMJ+3QySTMTIQSCv6KGxeKuPU73Pk3TtostPXAwOGce7lnTphyprTjfFsrq2vrG5uVrer2zu7evn1w2FFJJgltk4QnshdiRTkTtK2Z5rSXSorjkNNuOL4u/O4jlYol4l5PUurHeChYxAjWRgrsY0/gkOPgASEvxnoUhvnNFAV2zak7M6Bl4pakBiVagf3lDRKSxVRowrFSfddJtZ9jqRnhdFr1MkVTTMZ4SPuGChxT5eez+FN0ZpQBihJpntBopv7eyHGs1CQOzWQRUS16hfif18901PBzJtJMU0Hmh6KMI52gogs0YJISzSeGYCKZyYrICEtMtGmsakpwF7+8TDoXddepu3eXtWajrKMCJ3AK5+DCFTThFlrQBgI5PMMrvFlP1ov1bn3MR1escucI/sD6/AEngJTr</latexit>

Normal Client

Malicious Attacker

[0.2, 0.7, 0.1]Differentiable Model 
F(x’, W) Pred’ Loss’

[0, 1, 0]Differentiable Model 
F(x, W)

Pred Loss

Normal Participant

Malicious Attacker Try to match

Table 1

@D/@X
<latexit sha1_base64="exZPuHJPrYbR0p/+Aezm6ffhGNM=">AAACCXicbVDLSsNAFL2pr1pfUZduBovgqiYi2GVBFy4r2Ac0oUymk3boZBJmJkIJ3brxV9y4UMStf+DOv3HSBtTWAwOHc+69c+8JEs6Udpwvq7Syura+Ud6sbG3v7O7Z+wdtFaeS0BaJeSy7AVaUM0FbmmlOu4mkOAo47QTjq9zv3FOpWCzu9CShfoSHgoWMYG2kvo28BEvNMEdehPUoCLLrKTr7Ubt9u+rUnBnQMnELUoUCzb796Q1ikkZUaMKxUj3XSbSf5fMIp9OKlyqaYDLGQ9ozVOCIKj+bXTJFJ0YZoDCW5gmNZurvjgxHSk2iwFTm66pFLxf/83qpDut+xkSSairI/KMw5UjHKI8FDZikRPOJIZhIZnZFZIQlJtqEVzEhuIsnL5P2ec11au7tRbVRL+IowxEcwym4cAkNuIEmtIDAAzzBC7xaj9az9Wa9z0tLVtFzCH9gfXwDet6ZgA==</latexit><latexit sha1_base64="exZPuHJPrYbR0p/+Aezm6ffhGNM=">AAACCXicbVDLSsNAFL2pr1pfUZduBovgqiYi2GVBFy4r2Ac0oUymk3boZBJmJkIJ3brxV9y4UMStf+DOv3HSBtTWAwOHc+69c+8JEs6Udpwvq7Syura+Ud6sbG3v7O7Z+wdtFaeS0BaJeSy7AVaUM0FbmmlOu4mkOAo47QTjq9zv3FOpWCzu9CShfoSHgoWMYG2kvo28BEvNMEdehPUoCLLrKTr7Ubt9u+rUnBnQMnELUoUCzb796Q1ikkZUaMKxUj3XSbSf5fMIp9OKlyqaYDLGQ9ozVOCIKj+bXTJFJ0YZoDCW5gmNZurvjgxHSk2iwFTm66pFLxf/83qpDut+xkSSairI/KMw5UjHKI8FDZikRPOJIZhIZnZFZIQlJtqEVzEhuIsnL5P2ec11au7tRbVRL+IowxEcwym4cAkNuIEmtIDAAzzBC7xaj9az9Wa9z0tLVtFzCH9gfXwDet6ZgA==</latexit><latexit sha1_base64="exZPuHJPrYbR0p/+Aezm6ffhGNM=">AAACCXicbVDLSsNAFL2pr1pfUZduBovgqiYi2GVBFy4r2Ac0oUymk3boZBJmJkIJ3brxV9y4UMStf+DOv3HSBtTWAwOHc+69c+8JEs6Udpwvq7Syura+Ud6sbG3v7O7Z+wdtFaeS0BaJeSy7AVaUM0FbmmlOu4mkOAo47QTjq9zv3FOpWCzu9CShfoSHgoWMYG2kvo28BEvNMEdehPUoCLLrKTr7Ubt9u+rUnBnQMnELUoUCzb796Q1ikkZUaMKxUj3XSbSf5fMIp9OKlyqaYDLGQ9ozVOCIKj+bXTJFJ0YZoDCW5gmNZurvjgxHSk2iwFTm66pFLxf/83qpDut+xkSSairI/KMw5UjHKI8FDZikRPOJIZhIZnZFZIQlJtqEVzEhuIsnL5P2ec11au7tRbVRL+IowxEcwym4cAkNuIEmtIDAAzzBC7xaj9az9Wa9z0tLVtFzCH9gfXwDet6ZgA==</latexit><latexit sha1_base64="exZPuHJPrYbR0p/+Aezm6ffhGNM=">AAACCXicbVDLSsNAFL2pr1pfUZduBovgqiYi2GVBFy4r2Ac0oUymk3boZBJmJkIJ3brxV9y4UMStf+DOv3HSBtTWAwOHc+69c+8JEs6Udpwvq7Syura+Ud6sbG3v7O7Z+wdtFaeS0BaJeSy7AVaUM0FbmmlOu4mkOAo47QTjq9zv3FOpWCzu9CShfoSHgoWMYG2kvo28BEvNMEdehPUoCLLrKTr7Ubt9u+rUnBnQMnELUoUCzb796Q1ikkZUaMKxUj3XSbSf5fMIp9OKlyqaYDLGQ9ozVOCIKj+bXTJFJ0YZoDCW5gmNZurvjgxHSk2iwFTm66pFLxf/83qpDut+xkSSairI/KMw5UjHKI8FDZikRPOJIZhIZnZFZIQlJtqEVzEhuIsnL5P2ec11au7tRbVRL+IowxEcwym4cAkNuIEmtIDAAzzBC7xaj9az9Wa9z0tLVtFzCH9gfXwDet6ZgA==</latexit>

@D/@Y
<latexit sha1_base64="y0X4btE7egLo85xycGd8zg1c7+I=">AAACCXicbVDLSsNAFL3xWesr6tLNYBFc1UQEuyzowmUF+5AmlMl00g6dTMLMRCihWzf+ihsXirj1D9z5N07agNp6YOBwzr137j1BwpnSjvNlLS2vrK6tlzbKm1vbO7v23n5LxakktEliHstOgBXlTNCmZprTTiIpjgJO28HoMvfb91QqFotbPU6oH+GBYCEjWBupZyMvwVIzzJEXYT0Mguxqgk5/1LueXXGqzhRokbgFqUCBRs/+9PoxSSMqNOFYqa7rJNrP8nmE00nZSxVNMBnhAe0aKnBElZ9NL5mgY6P0URhL84RGU/V3R4YjpcZRYCrzddW8l4v/ed1UhzU/YyJJNRVk9lGYcqRjlMeC+kxSovnYEEwkM7siMsQSE23CK5sQ3PmTF0nrrOo6VffmvFKvFXGU4BCO4ARcuIA6XEMDmkDgAZ7gBV6tR+vZerPeZ6VLVtFzAH9gfXwDfGKZgQ==</latexit><latexit sha1_base64="y0X4btE7egLo85xycGd8zg1c7+I=">AAACCXicbVDLSsNAFL3xWesr6tLNYBFc1UQEuyzowmUF+5AmlMl00g6dTMLMRCihWzf+ihsXirj1D9z5N07agNp6YOBwzr137j1BwpnSjvNlLS2vrK6tlzbKm1vbO7v23n5LxakktEliHstOgBXlTNCmZprTTiIpjgJO28HoMvfb91QqFotbPU6oH+GBYCEjWBupZyMvwVIzzJEXYT0Mguxqgk5/1LueXXGqzhRokbgFqUCBRs/+9PoxSSMqNOFYqa7rJNrP8nmE00nZSxVNMBnhAe0aKnBElZ9NL5mgY6P0URhL84RGU/V3R4YjpcZRYCrzddW8l4v/ed1UhzU/YyJJNRVk9lGYcqRjlMeC+kxSovnYEEwkM7siMsQSE23CK5sQ3PmTF0nrrOo6VffmvFKvFXGU4BCO4ARcuIA6XEMDmkDgAZ7gBV6tR+vZerPeZ6VLVtFzAH9gfXwDfGKZgQ==</latexit><latexit sha1_base64="y0X4btE7egLo85xycGd8zg1c7+I=">AAACCXicbVDLSsNAFL3xWesr6tLNYBFc1UQEuyzowmUF+5AmlMl00g6dTMLMRCihWzf+ihsXirj1D9z5N07agNp6YOBwzr137j1BwpnSjvNlLS2vrK6tlzbKm1vbO7v23n5LxakktEliHstOgBXlTNCmZprTTiIpjgJO28HoMvfb91QqFotbPU6oH+GBYCEjWBupZyMvwVIzzJEXYT0Mguxqgk5/1LueXXGqzhRokbgFqUCBRs/+9PoxSSMqNOFYqa7rJNrP8nmE00nZSxVNMBnhAe0aKnBElZ9NL5mgY6P0URhL84RGU/V3R4YjpcZRYCrzddW8l4v/ed1UhzU/YyJJNRVk9lGYcqRjlMeC+kxSovnYEEwkM7siMsQSE23CK5sQ3PmTF0nrrOo6VffmvFKvFXGU4BCO4ARcuIA6XEMDmkDgAZ7gBV6tR+vZerPeZ6VLVtFzAH9gfXwDfGKZgQ==</latexit><latexit sha1_base64="y0X4btE7egLo85xycGd8zg1c7+I=">AAACCXicbVDLSsNAFL3xWesr6tLNYBFc1UQEuyzowmUF+5AmlMl00g6dTMLMRCihWzf+ihsXirj1D9z5N07agNp6YOBwzr137j1BwpnSjvNlLS2vrK6tlzbKm1vbO7v23n5LxakktEliHstOgBXlTNCmZprTTiIpjgJO28HoMvfb91QqFotbPU6oH+GBYCEjWBupZyMvwVIzzJEXYT0Mguxqgk5/1LueXXGqzhRokbgFqUCBRs/+9PoxSSMqNOFYqa7rJNrP8nmE00nZSxVNMBnhAe0aKnBElZ9NL5mgY6P0URhL84RGU/V3R4YjpcZRYCrzddW8l4v/ed1UhzU/YyJJNRVk9lGYcqRjlMeC+kxSovnYEEwkM7siMsQSE23CK5sQ3PmTF0nrrOo6VffmvFKvFXGU4BCO4ARcuIA6XEMDmkDgAZ7gBV6tR+vZerPeZ6VLVtFzAH9gfXwDfGKZgQ==</latexit>D = ||rW 0 �rW ||2

<latexit sha1_base64="ZHcrSD9GJX5ix03Zh0PiGAM2nZo=">AAACEnicbVDLSsNAFJ34rPUVdelmsIi6sCRFsBuhoAuXFewDmlgm00k7dDIJMxOhpPkGN/6KGxeKuHXlzr9x0kbQ1gMDh3Pu5c45XsSoVJb1ZSwsLi2vrBbWiusbm1vb5s5uU4axwKSBQxaKtockYZSThqKKkXYkCAo8Rlre8DLzW/dESBryWzWKiBugPqc+xUhpqWueOAFSA89LrlJ4AcdjhyOPIdg6gqfwh4/Hd0kl7Zolq2xNAOeJnZMSyFHvmp9OL8RxQLjCDEnZsa1IuQkSimJG0qITSxIhPER90tGUo4BIN5lESuGhVnrQD4V+XMGJ+nsjQYGUo8DTk1kAOetl4n9eJ1Z+1U0oj2JFOJ4e8mMGVQizfmCPCoIVG2mCsKD6rxAPkEBY6RaLugR7NvI8aVbKtlW2b85KtWpeRwHsgwNwDGxwDmrgGtRBA2DwAJ7AC3g1Ho1n4814n44uGPnOHvgD4+MbFOmcbA==</latexit><latexit sha1_base64="ZHcrSD9GJX5ix03Zh0PiGAM2nZo=">AAACEnicbVDLSsNAFJ34rPUVdelmsIi6sCRFsBuhoAuXFewDmlgm00k7dDIJMxOhpPkGN/6KGxeKuHXlzr9x0kbQ1gMDh3Pu5c45XsSoVJb1ZSwsLi2vrBbWiusbm1vb5s5uU4axwKSBQxaKtockYZSThqKKkXYkCAo8Rlre8DLzW/dESBryWzWKiBugPqc+xUhpqWueOAFSA89LrlJ4AcdjhyOPIdg6gqfwh4/Hd0kl7Zolq2xNAOeJnZMSyFHvmp9OL8RxQLjCDEnZsa1IuQkSimJG0qITSxIhPER90tGUo4BIN5lESuGhVnrQD4V+XMGJ+nsjQYGUo8DTk1kAOetl4n9eJ1Z+1U0oj2JFOJ4e8mMGVQizfmCPCoIVG2mCsKD6rxAPkEBY6RaLugR7NvI8aVbKtlW2b85KtWpeRwHsgwNwDGxwDmrgGtRBA2DwAJ7AC3g1Ho1n4814n44uGPnOHvgD4+MbFOmcbA==</latexit><latexit sha1_base64="ZHcrSD9GJX5ix03Zh0PiGAM2nZo=">AAACEnicbVDLSsNAFJ34rPUVdelmsIi6sCRFsBuhoAuXFewDmlgm00k7dDIJMxOhpPkGN/6KGxeKuHXlzr9x0kbQ1gMDh3Pu5c45XsSoVJb1ZSwsLi2vrBbWiusbm1vb5s5uU4axwKSBQxaKtockYZSThqKKkXYkCAo8Rlre8DLzW/dESBryWzWKiBugPqc+xUhpqWueOAFSA89LrlJ4AcdjhyOPIdg6gqfwh4/Hd0kl7Zolq2xNAOeJnZMSyFHvmp9OL8RxQLjCDEnZsa1IuQkSimJG0qITSxIhPER90tGUo4BIN5lESuGhVnrQD4V+XMGJ+nsjQYGUo8DTk1kAOetl4n9eJ1Z+1U0oj2JFOJ4e8mMGVQizfmCPCoIVG2mCsKD6rxAPkEBY6RaLugR7NvI8aVbKtlW2b85KtWpeRwHsgwNwDGxwDmrgGtRBA2DwAJ7AC3g1Ho1n4814n44uGPnOHvgD4+MbFOmcbA==</latexit><latexit sha1_base64="ZHcrSD9GJX5ix03Zh0PiGAM2nZo=">AAACEnicbVDLSsNAFJ34rPUVdelmsIi6sCRFsBuhoAuXFewDmlgm00k7dDIJMxOhpPkGN/6KGxeKuHXlzr9x0kbQ1gMDh3Pu5c45XsSoVJb1ZSwsLi2vrBbWiusbm1vb5s5uU4axwKSBQxaKtockYZSThqKKkXYkCAo8Rlre8DLzW/dESBryWzWKiBugPqc+xUhpqWueOAFSA89LrlJ4AcdjhyOPIdg6gqfwh4/Hd0kl7Zolq2xNAOeJnZMSyFHvmp9OL8RxQLjCDEnZsa1IuQkSimJG0qITSxIhPER90tGUo4BIN5lESuGhVnrQD4V+XMGJ+nsjQYGUo8DTk1kAOetl4n9eJ1Z+1U0oj2JFOJ4e8mMGVQizfmCPCoIVG2mCsKD6rxAPkEBY6RaLugR7NvI8aVbKtlW2b85KtWpeRwHsgwNwDGxwDmrgGtRBA2DwAJ7AC3g1Ho1n4814n44uGPnOHvgD4+MbFOmcbA==</latexit>

rW 0
<latexit sha1_base64="Im5GdX2QSqf9bsuGMt3KJ1EK1Gw=">AAAB8HicdVDLSgMxFM3UV62vqks3wSK6GjKtj7oruHFZwT6kHUomzbShSWZIMkIZ+hVuXCji1s9x59+YaUdQ0QMXDufcy733BDFn2iD04RSWlldW14rrpY3Nre2d8u5eW0eJIrRFIh6pboA15UzSlmGG026sKBYBp51gcpX5nXuqNIvkrZnG1Bd4JFnICDZWuutLHHAMO8eDcgW5l8g7r3sQuWiOjJzVqtUa9HKlAnI0B+X3/jAiiaDSEI617nkoNn6KlWGE01mpn2gaYzLBI9qzVGJBtZ/OD57BI6sMYRgpW9LAufp9IsVC66kIbKfAZqx/e5n4l9dLTFj3UybjxFBJFovChEMTwex7OGSKEsOnlmCimL0VkjFWmBibUcmG8PUp/J+0q66HXO/mtNKo53EUwQE4BCfAAxegAa5BE7QAAQI8gCfw7Cjn0XlxXhetBSef2Qc/4Lx9Ahymj+o=</latexit><latexit sha1_base64="Im5GdX2QSqf9bsuGMt3KJ1EK1Gw=">AAAB8HicdVDLSgMxFM3UV62vqks3wSK6GjKtj7oruHFZwT6kHUomzbShSWZIMkIZ+hVuXCji1s9x59+YaUdQ0QMXDufcy733BDFn2iD04RSWlldW14rrpY3Nre2d8u5eW0eJIrRFIh6pboA15UzSlmGG026sKBYBp51gcpX5nXuqNIvkrZnG1Bd4JFnICDZWuutLHHAMO8eDcgW5l8g7r3sQuWiOjJzVqtUa9HKlAnI0B+X3/jAiiaDSEI617nkoNn6KlWGE01mpn2gaYzLBI9qzVGJBtZ/OD57BI6sMYRgpW9LAufp9IsVC66kIbKfAZqx/e5n4l9dLTFj3UybjxFBJFovChEMTwex7OGSKEsOnlmCimL0VkjFWmBibUcmG8PUp/J+0q66HXO/mtNKo53EUwQE4BCfAAxegAa5BE7QAAQI8gCfw7Cjn0XlxXhetBSef2Qc/4Lx9Ahymj+o=</latexit><latexit sha1_base64="Im5GdX2QSqf9bsuGMt3KJ1EK1Gw=">AAAB8HicdVDLSgMxFM3UV62vqks3wSK6GjKtj7oruHFZwT6kHUomzbShSWZIMkIZ+hVuXCji1s9x59+YaUdQ0QMXDufcy733BDFn2iD04RSWlldW14rrpY3Nre2d8u5eW0eJIrRFIh6pboA15UzSlmGG026sKBYBp51gcpX5nXuqNIvkrZnG1Bd4JFnICDZWuutLHHAMO8eDcgW5l8g7r3sQuWiOjJzVqtUa9HKlAnI0B+X3/jAiiaDSEI617nkoNn6KlWGE01mpn2gaYzLBI9qzVGJBtZ/OD57BI6sMYRgpW9LAufp9IsVC66kIbKfAZqx/e5n4l9dLTFj3UybjxFBJFovChEMTwex7OGSKEsOnlmCimL0VkjFWmBibUcmG8PUp/J+0q66HXO/mtNKo53EUwQE4BCfAAxegAa5BE7QAAQI8gCfw7Cjn0XlxXhetBSef2Qc/4Lx9Ahymj+o=</latexit><latexit sha1_base64="Im5GdX2QSqf9bsuGMt3KJ1EK1Gw=">AAAB8HicdVDLSgMxFM3UV62vqks3wSK6GjKtj7oruHFZwT6kHUomzbShSWZIMkIZ+hVuXCji1s9x59+YaUdQ0QMXDufcy733BDFn2iD04RSWlldW14rrpY3Nre2d8u5eW0eJIrRFIh6pboA15UzSlmGG026sKBYBp51gcpX5nXuqNIvkrZnG1Bd4JFnICDZWuutLHHAMO8eDcgW5l8g7r3sQuWiOjJzVqtUa9HKlAnI0B+X3/jAiiaDSEI617nkoNn6KlWGE01mpn2gaYzLBI9qzVGJBtZ/OD57BI6sMYRgpW9LAufp9IsVC66kIbKfAZqx/e5n4l9dLTFj3UybjxFBJFovChEMTwex7OGSKEsOnlmCimL0VkjFWmBibUcmG8PUp/J+0q66HXO/mtNKo53EUwQE4BCfAAxegAa5BE7QAAQI8gCfw7Cjn0XlxXhetBSef2Qc/4Lx9Ahymj+o=</latexit>

rW
<latexit sha1_base64="rSfF52eD299KNblyESkZ7BtO9ek=">AAAB73icdVDLSgNBEOz1GeMr6tHLYBA8LbOJj3gLePEYwTwgWcLsZDYZMju7zswKIeQnvHhQxKu/482/cTZZQUULGoqqbrq7gkRwbTD+cJaWV1bX1gsbxc2t7Z3d0t5+S8epoqxJYxGrTkA0E1yypuFGsE6iGIkCwdrB+Crz2/dMaR7LWzNJmB+RoeQhp8RYqdOTJBAEtfulMnYvsXde8xB28RwZOatWKlXk5UoZcjT6pffeIKZpxKShgmjd9XBi/ClRhlPBZsVeqllC6JgMWddSSSKm/en83hk6tsoAhbGyJQ2aq98npiTSehIFtjMiZqR/e5n4l9dNTVjzp1wmqWGSLhaFqUAmRtnzaMAVo0ZMLCFUcXsroiOiCDU2oqIN4etT9D9pVVwPu97Nabley+MowCEcwQl4cAF1uIYGNIGCgAd4gmfnznl0XpzXReuSk88cwA84b5+5uI+5</latexit><latexit sha1_base64="rSfF52eD299KNblyESkZ7BtO9ek=">AAAB73icdVDLSgNBEOz1GeMr6tHLYBA8LbOJj3gLePEYwTwgWcLsZDYZMju7zswKIeQnvHhQxKu/482/cTZZQUULGoqqbrq7gkRwbTD+cJaWV1bX1gsbxc2t7Z3d0t5+S8epoqxJYxGrTkA0E1yypuFGsE6iGIkCwdrB+Crz2/dMaR7LWzNJmB+RoeQhp8RYqdOTJBAEtfulMnYvsXde8xB28RwZOatWKlXk5UoZcjT6pffeIKZpxKShgmjd9XBi/ClRhlPBZsVeqllC6JgMWddSSSKm/en83hk6tsoAhbGyJQ2aq98npiTSehIFtjMiZqR/e5n4l9dNTVjzp1wmqWGSLhaFqUAmRtnzaMAVo0ZMLCFUcXsroiOiCDU2oqIN4etT9D9pVVwPu97Nabley+MowCEcwQl4cAF1uIYGNIGCgAd4gmfnznl0XpzXReuSk88cwA84b5+5uI+5</latexit><latexit sha1_base64="rSfF52eD299KNblyESkZ7BtO9ek=">AAAB73icdVDLSgNBEOz1GeMr6tHLYBA8LbOJj3gLePEYwTwgWcLsZDYZMju7zswKIeQnvHhQxKu/482/cTZZQUULGoqqbrq7gkRwbTD+cJaWV1bX1gsbxc2t7Z3d0t5+S8epoqxJYxGrTkA0E1yypuFGsE6iGIkCwdrB+Crz2/dMaR7LWzNJmB+RoeQhp8RYqdOTJBAEtfulMnYvsXde8xB28RwZOatWKlXk5UoZcjT6pffeIKZpxKShgmjd9XBi/ClRhlPBZsVeqllC6JgMWddSSSKm/en83hk6tsoAhbGyJQ2aq98npiTSehIFtjMiZqR/e5n4l9dNTVjzp1wmqWGSLhaFqUAmRtnzaMAVo0ZMLCFUcXsroiOiCDU2oqIN4etT9D9pVVwPu97Nabley+MowCEcwQl4cAF1uIYGNIGCgAd4gmfnznl0XpzXReuSk88cwA84b5+5uI+5</latexit><latexit sha1_base64="rSfF52eD299KNblyESkZ7BtO9ek=">AAAB73icdVDLSgNBEOz1GeMr6tHLYBA8LbOJj3gLePEYwTwgWcLsZDYZMju7zswKIeQnvHhQxKu/482/cTZZQUULGoqqbrq7gkRwbTD+cJaWV1bX1gsbxc2t7Z3d0t5+S8epoqxJYxGrTkA0E1yypuFGsE6iGIkCwdrB+Crz2/dMaR7LWzNJmB+RoeQhp8RYqdOTJBAEtfulMnYvsXde8xB28RwZOatWKlXk5UoZcjT6pffeIKZpxKShgmjd9XBi/ClRhlPBZsVeqllC6JgMWddSSSKm/en83hk6tsoAhbGyJQ2aq98npiTSehIFtjMiZqR/e5n4l9dNTVjzp1wmqWGSLhaFqUAmRtnzaMAVo0ZMLCFUcXsroiOiCDU2oqIN4etT9D9pVVwPu97Nabley+MowCEcwQl4cAF1uIYGNIGCgAd4gmfnznl0XpzXReuSk88cwA84b5+5uI+5</latexit>

Deep Leakage from Gradients (DLG)

Parameter Server

…

Flower CatFlower CatFlower CatFlower CatrW
<latexit sha1_base64="5IzzVUcy5d0XJ5bDlcrRTgLMUCA=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsMeCF48V7Ae0oUy2m3bpZhN3N0IJ/RNePCji1b/jzX/jNs1BWx8MPN6bYWZekAiujet+O6WNza3tnfJuZW//4PCoenzS0XGqKGvTWMSqF6BmgkvWNtwI1ksUwygQrBtMbxd+94kpzWP5YGYJ8yMcSx5yisZKvYHEQCDpDqs1t+7mIOvEK0gNCrSG1a/BKKZpxKShArXue25i/AyV4VSweWWQapYgneKY9S2VGDHtZ/m9c3JhlREJY2VLGpKrvycyjLSeRYHtjNBM9Kq3EP/z+qkJG37GZZIaJulyUZgKYmKyeJ6MuGLUiJklSBW3txI6QYXU2IgqNgRv9eV10rmqe27du7+uNRtFHGU4g3O4BA9uoAl30II2UBDwDK/w5jw6L86787FsLTnFzCn8gfP5A393j5E=</latexit><latexit sha1_base64="5IzzVUcy5d0XJ5bDlcrRTgLMUCA=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsMeCF48V7Ae0oUy2m3bpZhN3N0IJ/RNePCji1b/jzX/jNs1BWx8MPN6bYWZekAiujet+O6WNza3tnfJuZW//4PCoenzS0XGqKGvTWMSqF6BmgkvWNtwI1ksUwygQrBtMbxd+94kpzWP5YGYJ8yMcSx5yisZKvYHEQCDpDqs1t+7mIOvEK0gNCrSG1a/BKKZpxKShArXue25i/AyV4VSweWWQapYgneKY9S2VGDHtZ/m9c3JhlREJY2VLGpKrvycyjLSeRYHtjNBM9Kq3EP/z+qkJG37GZZIaJulyUZgKYmKyeJ6MuGLUiJklSBW3txI6QYXU2IgqNgRv9eV10rmqe27du7+uNRtFHGU4g3O4BA9uoAl30II2UBDwDK/w5jw6L86787FsLTnFzCn8gfP5A393j5E=</latexit><latexit sha1_base64="5IzzVUcy5d0XJ5bDlcrRTgLMUCA=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsMeCF48V7Ae0oUy2m3bpZhN3N0IJ/RNePCji1b/jzX/jNs1BWx8MPN6bYWZekAiujet+O6WNza3tnfJuZW//4PCoenzS0XGqKGvTWMSqF6BmgkvWNtwI1ksUwygQrBtMbxd+94kpzWP5YGYJ8yMcSx5yisZKvYHEQCDpDqs1t+7mIOvEK0gNCrSG1a/BKKZpxKShArXue25i/AyV4VSweWWQapYgneKY9S2VGDHtZ/m9c3JhlREJY2VLGpKrvycyjLSeRYHtjNBM9Kq3EP/z+qkJG37GZZIaJulyUZgKYmKyeJ6MuGLUiJklSBW3txI6QYXU2IgqNgRv9eV10rmqe27du7+uNRtFHGU4g3O4BA9uoAl30II2UBDwDK/w5jw6L86787FsLTnFzCn8gfP5A393j5E=</latexit><latexit sha1_base64="5IzzVUcy5d0XJ5bDlcrRTgLMUCA=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEsMeCF48V7Ae0oUy2m3bpZhN3N0IJ/RNePCji1b/jzX/jNs1BWx8MPN6bYWZekAiujet+O6WNza3tnfJuZW//4PCoenzS0XGqKGvTWMSqF6BmgkvWNtwI1ksUwygQrBtMbxd+94kpzWP5YGYJ8yMcSx5yisZKvYHEQCDpDqs1t+7mIOvEK0gNCrSG1a/BKKZpxKShArXue25i/AyV4VSweWWQapYgneKY9S2VGDHtZ/m9c3JhlREJY2VLGpKrvycyjLSeRYHtjNBM9Kq3EP/z+qkJG37GZZIaJulyUZgKYmKyeJ6MuGLUiJklSBW3txI6QYXU2IgqNgRv9eV10rmqe27du7+uNRtFHGU4g3O4BA9uoAl30II2UBDwDK/w5jw6L86787FsLTnFzCn8gfP5A393j5E=</latexit>

Your soul data is mine!

Bird Dog

Horse Ship

…….

DLG for batched data

Note: the order may not be same as original’s.

Init Leaking Leaked Original

https://dlg.mit.edu

